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Abstract— Today more and more sensitive data is stored separation of duty policies (SoD) must be enforced [3],$4D is
on computer systems; security-critical business processes area well-known principle that prevents fraud and error by fggg
mapped to their digital counterparts. This situation applies that at least two persons are required to complete a task. A

to institutes that have different security requirements such as .01 example of such an SoD rule is “a clerk must not prepare
health care industry, digital government, and financial service i
and approve a check”.

institutes. Authorization constraints help the policy architect ) )
design and express higher-level organizational rules. Although ~As pointed out by Sandhu et al., one of the main advantages
the importance of authorization constraints has been addressed of role-based access control (RBAC) is that such highestlev
in the literature, there does not exist a systematic way to verify organizational rules can be implemented in a natural way [5]
and validate authorization constraints. In this paper, we specify gpecifically, advanced RBAC concepts like role-based aizho
both non-temporal and history-based authorization constrains  jon constraints are an important means for laying out higher-
in the ObJec_t Constraint Language (OCL) ar_lql f|r_st-order linear level A | rul 6l. D he f hat RBAC h
temporal logic (LTL). Based upon these specifications, we attenip evel organizational rules [6]. Due to the fact that i as
to formally verify role-based access control policies with the &S0 become an accepted standard for access control, weleons
help of a theorem prover and to validate policies with the RBAC as the basic access control model within this paper.
USE system, a validation tool for OCL constraints. We also  Usually, the control and protection goals of an organizatio
describe an authorization engine, which supports the enforcemén  can only be expressed by a set of rules rather than a single rul
of authorization constraints. Hence, we define an RBAC policy as hierarchical RBAC in the
Index Terms— Role-based access control policy, authorization sense of the RBAC standard [7] plus thet of authorization con-
constraints, linear temporal logic, Object Constraint Language.  straints defined for the organization in question. Unfortunately,
authorization constraints can increase the complexity BAR
itself. Thus, it generally becomes more difficult to makeestivat

) __certain required properties hold in a given RBAC policy oatth
Information technology pervades more and more our dai¥y lifihe policy is free of contradictions. Through the combioatof

This applies to institutes that have different securityufegments irerent types of authorization constraints undesirabsteperties
such as hospitals, government agencies, and financialulesti 5y arise. For example, assume that we have defined the SoD
New technologies, however, go along with new risks, whicfje mentioned above. Let us further assume that a specific us
must be systematically dealt with. Specifically, the infatin 55 the permission for the approval of the check and that she ¢
containeql in.the IT systems can be regarded as a key resdurcgé}egate this permission to other users. If the delegatead

an organization and must therefore be protected adequéXety pag the permission to prepare the check in question, thhareit

to the fact that insider attacks are a major threat for largari- e soD property is violated or the delegation cannot beterec
zations [1] it is mandatory to establish adequate mechanitdat e\ technologies such as Web services increase the coryplexi

enforce the access control re_quir_ements demanded by tes rul g the dependencies of IT systems w.r.t. access contmothBo

and laws relevaqt to an orgamzatlon.. ) reason, it is an important task to find a suitable methodology
For example, in Europe strong privacy requirements such @s exnress and verify assertions on organization-wide RBAC

those formulated in the Directive 95/46/EC [2] exist. Thiged- policies. Otherwise, unauthorized access and conseguieatid

tive among other areas applies to hospitals, and hencefispeqhay pe expected. Although there are several works on the

organizational rules must be implemented in order to preveghecification of authorization constraints, e.g., [6],, [Biere is

privacy violations. A typical organizational rule in a hasp 5 |5ck of an appropriate tool support for the analysis/ffon

might be “a nurse can only see the records of all patients Wie rgac policies.

have been on her ward ‘_N!th'n the previous 90 days”. Anot_He_r "' The work presented in this paper can be regarded as a first step

might state that a physician can only delegate the pernmissio to help security officers in the definition process of comrsis(i.e,

r_ead a Pa“e“t record_ tq another physician who has at the same, contradictions) and correct RBAC policies. In aibafit
time activated a spemah;t role. . even if we have defined correct RBAC policies, we also wish to
_ In the banking domain, other protection goals such as daifrce these policies automatically by the IT system. ldetup|
integrity and accountability are more important. In pari, support for the enforcement of RBAC policies is also desirab

Dr. Sohr is with the Center for Computing Technologies (TZf)toe In the f_OHOWing’_ _We_brieﬂy disc_u_ss t_WO diﬂere_nt approa_she
Universitat Bremen, Germany. to the policy specification and verification. The first apmptods
Mr. Drouineaud is with the Center for Computing Technologi€Zl) of  more formal and uses a theorem prover [9] for the verification

the Universiét Bremen, Germany. . . .
Prof. Dr. Gail-Joon Ahn is with the University of North Caired at In contrast, the second one is more practical and is based upo

Charlotte, USA.
Prof. Dr. Gogolla is with the Center for Computing Techno&sy(TZI) of 1in the following, we use the term “authorization constraiinstead of
the Universiat Bremen, Germany. “role-based authorization constraint” for the sake of sigipl.

I. INTRODUCTION



a validation tool for software models [10]. In any case, the Hence, we demonstrate in this paper how to employ the USE
verification should be carried out in the design process ef teystem (UML-based Specification Environment) [10] to werif
policy and not after the deployment. This way, only consiste RBAC policies formulated in UML and OCL. USE is a validation
RBAC policies are implemented, and policies with undes&abtool for UML models and OCL constraints, which has been re-
properties are ruled out early. Interestingly, the val@tatool can portedly applied in industry and research. We considedagtn
also be employed to implement an authorization engine, lwhiby generating snapshots (system states) as prototypitahices
helps toenforcecertain RBAC policies. This topic is discussedf a UML/OCL model and compare the generated instances with
after the verification sections. the specified model (i.e., the RBAC policy in our case). From
now on, we use the term “validation” introduced by Richtets e
al. [10] whenever we discuss the practical verification.

Validation with the USE system helps to detect if certain

In domains with high security requirements such as bankir@nstraints conflict with each other or if constraints aresinig.
applications, which deal with large amounts of money, oitery  The latter case may lead to a situation in which unalloweesgc
applications, a rigorous way for the specification and a8ialpf is possible. For example, if an SoD constraint betweeashier
RBAC policies is needed. Specifically, this is required foe t and acashier supervisois missing, a user who assumes both
certification of an IT system w.r.t. the Common Criteria fagtter rgles may commit fraud. The former case, however, may hawe th
levels of assurance [11]. effect that from the security point of view reasonable syss¢ates

We consider first-order linear temporal logic (LTL) [12] ap-a cannot be established. While the validation allows the afiete
propriate formalism for specifying RBAC policies becausteo of certain conflicting constraints, one canrotmally provethe
one must cope with dynamic policies. In banking applicatidor correctness of the RBAC policy in question. For this purpase
example, dynamic SoD authorization constraints must bereefi more formal approach is required such as theorem proving.
such as history-based SoD [13]. History-based SoD is a fiexib
variant of SoD, in which a user may have all the privilege fog A\ jthorization Engine
a business process, but must not perform all the subtasks of S _— A
this process on a certain object (e.g., check). Furthermeee Beyond speuflcayqn apd va||dat|op/ver|f|cat|qn, the ecéo
have often other types of dynamic authorization constsasoich ment 9f RBAC p,OI'C'eS is also an .|mp0rtant ISSUe. Such an
as delegation rules or authorization constraints whichdatna authorization engine should be designed and implemented by

certain order of task execution as needed for workflows. &seh fsound floft\ll(\;alr_e _en%meenggl_techmques. Inh partlcurl1ar,_r[mn
cases, first-order LTL allows for a concise and elegant féatian ocus should lie in the modeling process, whereas the imgiem

of the RBAC policy in question. Furthermore, first-order Lias tation should be cgrried out routinely and as much as passibl
been extensively studied in the literature [14], [12]. automatically. In this paper, we also demonstrate how toleynp

The formal verification assures that an RBAC policy satisfietge USE system, which is a validation tool for software medel

the properties intended by the organization (e.g., no usey mio implement an authorization engine. This engine serves as

prepare and approve a check). We will carry out this verificat a key r_:ompon_ent for enforcing _v_arious t)_/pes of auth(_)rimtio
by means of the theorem prover Isabelle [9]. In particulae, tconstra|_nts. This way, RBAC policies for different orgaatinns
first-order LTL (including axioms) is embedded into Isabell can be implemented.
Afterwards, the proofs of those properties to be fulfilled dy
RBAC policy are automatically checked by Isabelle. The itieta D Structure of this Paper
of this formal verification are presented later in this paper The remainder of the paper is now organized as follows:
Section Il gives a short overview of RBAC and authorization-c
straints. In Section Ill, typical dynamic authorizationnstraints
such as history-based SoD and delegation rules are forenaliz
Due to the fact that theorem provers are still tools for eXn first-order LTL. Thereafter, we present the formal vesfion
perts, the aforementioned formal verification approacHtristy  of RBAC policies with Isabelle. Section IV demonstrates how
speaking not necessary in applications with moderate BCURBAC policies can be specified in UML/OCL and validated by
requirements. For this reason, we present a more lightiweigneans of USE. Section V describes an authorization engiitie bu
approach to policy specification and analysis. Clearly, @ Con the USE system whereas Section VI discusses extensions of

employ this approach in application domains with high si&gur our work and related work. Section VII summarizes the result
demands, too, and then use the formal verification if certast this paper.

problems have been detected in the practical verificatiep. st

For the practical specification and verification, we employ II. RBAC AND AUTHORIZATION CONSTRAINTS
the Unified Modeling Language (UML) and Object Constraint
Language (OCL)[15]. As demonstrated in [16], [17], UML/OCL
can be conveniently used to specify several types of authibon
constraints. Moreover, owing to the fact that OCL has prov
its applicability in several industrial applications, OGt an
appropriate means for such a practically relevant proceshe
design of RBAC policies.

A. Formal Specification and Verification

B. Practical Specification and Validation

RBAC [5], [7] has received considerable attention as a psemi
ing alternative to traditional discretionary and mandataccess
Cé)ntrol. The explicit representation of roles simplifies ecurity

e . . N .
Mmanagement and makes possible to use security princiges li
SoD and least privilege [5]. We now give an overview of (gafjer
hierarchical RBAC according to the RBAC standard [7]:

o the setdU, R, P, S (users, roles, permissions, and sessions,

20CL is UML's constraint specification language and UML hasrbeidely respectively) _
adopted in the software engineering discipline. e UA CU x R (user assignment)



spec TEMPORALRBAC =

sorts User, Session, Role, Operation, Object

rigid op wuser : Session — User;

flexible preds UA : User X Role;
PA : Operation x Object X Role;
__Active_in__: Role X Session;
Ezxec_s : Session X Operation X Object;

e« PA C R x P (permission assignment)
e RH C R x R is a partial order called the role hierarchy or
role dominance relation written as.

Users may activate a subset of the roles they are assigned to i

asession P is the set of ordered pairs of operations and objects. Ezec_u : User x Operation x Object

In the context of access control all resources accessitd ifT- forall v : Role; w : User; s : Session; op : Operation; obj :
. . Object

system (e.g., files, database tables) are referred to byadtienn o (Or Activein s) = UA(user(s), r)

object An operationis an action on objects (e.g., read, write, . E(Eagcis(s,f,tgbj)é A PA( b, )

append). The relatio’A assigns to each role a subsetif So o O(Eree (o, op, ob]) o P 0o T

s : Session.user(s) = u A Ezec_s(s, op, obj))

PA determines for each role the operation(s) it may execute and

. . . . . . . end
the object(s) to which the operation in question is appliedbr spec DELEGATETEMPORALRBAC=TEMPORALRBAC then

the given role. Thus any user having assumed this role caly app  rigid pred UAO : User x Role;

an operation to an object if the corresponding ordered gaami
element of the subset assigned to the roleray
Role hierarchies can be formed by tRéf relation. Senior roles

flexible preds UA : User x Role;

UAD : User X Role;

... further predicates, e.g., Delegate, Revoke
forall w : User; r: Role

UAD(u,r)V UAO(u,r) < UA(u, )
-(UAD(u,r) AN UAO(u, 1))
.. see text

inherit permissions from junior roles through ttieH relation .
(e.g., the rolechief physicianinherits all permissions from the i
physicianrole). end
An important advanced concept of RBAC are authorizatiofig. 1.  Temporal-logic RBAC and predicates for delegaticornfalized
constraints. Authorization constraints can be regardegkstsic- Within first-order LTL.
tions on the RBAC functions and relations. For example, an
SoD constraint may state that no user may be assigned to both
the cashier and cashier supervisorole, i.e., the UA relation formal semantics based upon Kripke frames for first-ordeir LT
is restricted. It has been argued elsewhere that authiorizat[12]- Since it is a linear temporal logic, it is specificallyell
constraints are the principal motivation behind the inaciibn of  Suited for reasoning about temporal invariants as needediTfo
RBAC [5]. They allow a policy designer to express higherelev security and for safety-critical systems such as aircrafitrollers
organizational rules as indicated above. In the literatseseral OF railway control systems [14].
kinds of authorization constraints have been identifiechsas ~ Subsequently, we explain the basic concepts of first-ordier L
various types of static and dynamic SoD constraints [133],[1 A temporal first-order signature consists of a set of sorts, a
[6]; constraints on delegation [19], [20]; cardinality ctraints Set of function symbols and a set of predicate symbols (each
[5]; context constraints [19], [21]; workflow constraintd2]. symbol coming with a string of argument sorts and, for fuorcti
As indicated above, we now define an RBAC policy as followsymbols, a result sort). There arggid and flexible predicate
Definition 1: An RBAC policy of an organization is hierarchi- Symbols: the former do not change over time, whereas ther latt

cal RBAC plus the set of authorization constraints definedife may vary. Models live over discrete time, indexed by the radtu
organization in question. numbers as time steps. They interpret the sorts with (time-

An RBAC policy should be distinguished from aRBAC independent) carrier sets, function and rigid predicatetsys
configuration with time-independent functions and predicates of appatgr

Definition 2: An RBAC configuration consists of the concretdypes, and flexible predicate symbols with families of fumes
roles, permissions, users, sessions, role assignmentsraded and predicates, where the families are indexed by naturabets.
hierarchies currently defined within an organization. Sentences are the usual first-order sentences built from-equ
tions, predicate applications and logical connectives quahti-
fiersV, 3. Additionally, we have the modaliti€s (always in the
future), © (sometimes in the future) an@ (in the next step).
Jhe corresponding past modalities &ie© and (. Satisfaction
Is defined inductively for a given time step, where the madigesli
allow for referring to other time steps. A sentence is satisfin
a model if it is satisfied in the time step zero.

We now specify RBAC in first-order LTL (see Fig. 1, upper
part). For this purpose, we use the notation of the algebraic
specification language CASL as we have done earlier [23].
L L The functionuser is rigid (i.e., does not depend on the state)
A. Formal Specification of RBAC Policies in LTL whereas the predicatd$A, PA, Active_in, Evec_s, and Ezec_u

First-order LTL [12] is a linear temporal first-order logiEhus are flexible (i.e., depend on the statéjtec_s now traces the
it is powerful enough to express most of mathematics such @gerations performed, i.eExec_s(s, op, obj) means that session
Zermelo-Fraenkel set theory (including the axiom of chpices executes operationp on objectobj in the present (implicit)
Therefore it is sufficient for reasoning about RBAC policeesa state. Note that we have left out the predicates and axioms fo
conceptual levef. On the other hand, there is a clearly definegble hierarchies to simplify the discussion.

3Ahn demonstrates that the specification language RCL 2008ufihoriza- 1) Specification of Dynamic SoD with Historynamic SoD

tion constraints is equivalent to a restricted form of foster predicate logic 1S @ flexible form of S_OD- Here, a user may perfprm certainstep
[6]. of a task, but only if she has not done certain other steps of

[1l. FORMAL SPECIFICATION AND VERIFICATION OF RBAC
PoLIcIES

In the following, we describe our formal approach to th
specification and verification of RBAC policies in more detéie
begin with the specification of dynamic authorization cosmists,
namely, dynamic SoD, delegation and revocation rules, 8t-fir
order LTL. Later, these authorization constraints are Lsedn
example, which demonstrates how the verification works.



the task before. There are several attempts to express dynani/ A(ul,r) is required here because it is not useful to delegate
SoD in the computer security world such as Sandhu’s Traizsactrole » to a userul who has already been assigned to this
Control Expressions [24]. Practical applications of RBAflen role. Moreover,u must obviously belong to- on delegation,
need dynamic SoD; see Simon and Zurko [18] and Nash aadd oftenu1 should hold the power of a certain prerequisite
Poland [3]. In fact, Sandhu stresses the importance of fistaole r1 on the delegation process. Sometimes, there also exist
[24]. additional constraints (e.g., concerning the delegatieptid or
Dynamic SoD properties [13], [18] can be elegantly formedat time) which are to be satisfied to enable the delegation gsce
in first-order LTL without explicitly talking about statesVe i.e., the delegation depends on further predicates. Thalegation
demonstrate this by means of two typical examples, namefgnstraints are represented by theust statement, which is a
object-based dynamic SoD and history-based SoD. Note that first-order LTL formula.
use the CASL-style representation again and hence theblesia Revocation: Often, it is necessary to revoke roles that have
after theforall quantifier correspond to the parameters of theeen delegated, e.g., when a clinician returns from vatatio
SoD predicates. The SoD predicates are defined by equiesgn&everal different semantics are possible for user revarcatiich
similarly to the Exec_u predicate given in Fig. 1: as [31], [26]. We give here only the formal specification of a

o Object-based dynamic SoD simple revocation rule:

A user may perform at most one operation on a given objectforall u : User; r : Role; Revoke(u,r) <
[UAD(u,r) A const = O-UAD(u,r)]
forall obj : Object; . .
ObjiDSoD(obj) < [Vu : User; op,op’ : Operation.op # op/ const stands for a revocation constraint. For example, the power

A Ezec_u(u, op, obj) = O-Execu(u, op’, obj)] to read a patient’s electronic health record is lost if tHeiclan
does not belong to the current department of the patient in

« History-based dynamic SoD question any more.

A user in general may execute all operations and may also
execute more than one operation on a given target objeBt. Formal Verification of RBAC Policies

However, she may not perform all operations (if more than Haying specified various types of authorization constsaint

one) onthis given target object first-order LTL, we now generate RBAC policies by combining
forall obj : Object: several authorization constraints. But doing so, we wanbdo
HDSoD(obj) < [Vu : User; op : Operation. sure that our RBAC policies meet the requirements (see end
Exec_u(u,op,obj) = Jop’ : Operation.(op # op’ A of Section 1lI-B.2), and at the same time avoid unintended
Gl —=Ezecu(u,0p’,0bj)) V Yop' : Operation.op’ = op) side effects like deadlocks (cf. example in Section I11)Bdt

. . unallowed access. For this reason, we treat the formal eatiidin
First-order LTL can also be employed in order to formallys pgac policies in this section. Formal verification may be
specify SO'_D poI|_C|es where the orde_r of executions mattets, cumbersome, but it guarantees the highest degree of assuran
the dynamic object-based SoD variant, proposed by Nash aMgreover, security assurance standards such as the Common

Poland [3]. TheEzec predicates can then be used 10 expregsjieria request formal methods as a precondition for tiyhdst
RBAC policies for workflows where the tasks are executed in &surance level (EAL7). Here, we will use the theorem prover
certain order [22]. This is, however, discussed elsewheetd Isabelle as a tool for the formél verification

space limitations [25]. Isabelle is a generic proof assistant [9]. It allows mathirah
2) Delegation and Revocatiorin the following, both delega- formulas to be expressed in a formal language and provid#s to
tion and revocation policies are formalized within firséer LTL.  for proving those formulas in a logical calculus. Formalcesil
Delegation: Delegation is an important factor to fulfill and/or mathematical theorems are encoded in theory fildéx(su
dynamic requirements for secure distributed computingrenv . t hy) that can be invoked to Isabelle. Invoking a theory file
ment. There are many definitions of delegation in the literanakes Isabelle accept all definitions, axioms, etc. in théty.
ture [26], [27], [28], [29], [30]. In general, it is referretb as Furthermore, Isabelle will check proofs of theorems givethis
one active entity in a system delegates its authority to favot theory.
entity to carry out some functions on behalf of the former. 1) How to Build Correct RBAC PoliciesThe first-order LTL
As proposed by Zhang et al. [30], we introduce two new usaith past modalities specified in Isabelle/HOL &§L.t hy
assignment relations, called original user assignniéat and is a powerful formalism for expressing and examining RBAC
delegated user assignmdiitl D. This way, one can make explicit policies [32]. The most important properties of this kind of
whether a role is assigned to the user by an administratecttir LTL have been proved as theorem$Basi c_| nf _Rul es. t hy,
or a role was delegated by another uséd then is the union Basi c_Op_Rul es.t hy and Adv_Op_Rul es. t hy in this se-
of these two assignment relations as shown in the lower gartquence, which was a demanding task. RBAC is defined in
Fig. 1. RBACL. t hy [32]. However, this can only help if the specified
Subsequently, we formalize a basic variant of delegation RBAC policy is consistent. Consistency is to be understooithe
first-order LTL. In this variant, usex delegates role to useru1 following sense:
and loses at the same time the power of the delegated-role Definition 3: An RBAC policy is consistent if a sequence of
non-empty RBAC configurations exists which satisfies all the
forall u,ul: User; r,r1: Role; L .
Delegate(u, r,ul,r1) < rules of the policy |n.quest|on. ' .
[UAO(u,7) NUA(ul,r1) A-UA(ul,r) A const Note that we consider sequences of RBAC configurations here
= QUAD(ul,r) A ~UA(u,r))] and not only a single RBAC configuration because we use a



linear temporal logic as the formalism for policy specifioat t + 3: Userwul! revokes roler from »2 and and from now on
A sequence of RBAC configurations is then a model of the never delegates it again t2.
RBAC policy in first-order LTL, i.e., the RBAC policy is freefo From this situation we conclude tha&tAD(u2,r) is true at
inconsistencies. Finding such a sequence for which a giB&x(R t+1, t+2, andt + 3. However, fromt+4 and all time steps later
policy holds proves the satisfiability of the considered RBA UAD(u2,r) is always false. Thus it follows that alsBA(u2, r)
policy in the sense of first-order LTL. Thus, applying addquamyst pe false for those points in time since only tad O (u1, r)
tools such as model checkers or the USE tool can already h@lRrye, anduz and w2 are distinct users. Thus, for those points
the policy designer to avoid basic mistakes. But this isrofiet  n time 4.2 will not be allowed to apply operationp? to o since
enough. First-order LTL allows the designer to derive propg ihe permission to do this is limited to rote
from a given RBAC policy. By our constraints and prerequisite conditions, we now have
Suppose an RBAC policy is specified as a set of sentengfs situation that from+4 on no user can apply operatiop? to
in first-order LTL, and a requirement for this policy is given, pecause user2 cannot do this any more due to revocation and
as another sentence. If we can derive the requirement frem the secrecy constraint forbids access for any other useedter,
given RBAC policy within first-order LTL, then the requiremtdn e can conclude that2 cannot apply any operation tosince she
question is fulfilled by this RBAC policy with absolute certyy.  has already performed operatiop? on o (object-based dynamic
In order to reach this certainty, the policy designer hasufipy/  SoD) and once againpl is not available due to revocation. In
proofs for the requirements as described above. The cOBESSt theoremBlockade this is shown to be true fromt-5 on. The proof
of the proofs in question can then be verified by Isabelle dygr this has been checked with Isabelle and can be downloaded
to the work described above. Assuming Isabelle works ctyrec(32].
and accepts the proofs, the desired certainty is assurede Si of course, deadlocks are not desirable for an RBAC policy.
first-order logic is generally undecidable (according tsutts sq |et us mention aositive example described by Drouineaud
of Turing [33]), the mentioned proofs can usually not beyullet a1, [34]. In that scenario, a bank safe is controlled by Bn |
automated, but require human intervention. This applies & system, which automatically generates a key, i.e., a searaber.
the example of such a proof described in the following sulis®c The system then uses a secret sharing scheme to distribute
2) Formal Verification of RBAC PoliciesLTL is encoded in shares of this key to certain users (assigned to the roldsecas
Isabelle (cf.LTL.thy) as described above. Using LTL as aand/or director). The distribution process is regulated SmD
foundation, we then define RBAC as describedRBACL. t hy. (dual control). As can be shown, this RBAC policy meets the
The main modification w.r.t. [34] is the introduction of therequirement to prevent the system from distributing a sefiic
predicates for delegation namedAO and UAD (see axioms number of shares for computing the key tosigle user. So
UAO-az, UAD-az,UA2_az). Consequently, the predicatéd is |sabelle helps to verify security requirements.
not rigid any more, but/AO now is. 3) Advantages of VerificationProving properties of RBAC
Delegation is defined by an additional Isabelle theory based policies in first-order LTL with a theorem prover such as kb
RBAC. In this theory, we introduce the predicdi#LEGATE, usually requires human intervention (see above). On theroth
and specify delegation axiomatically as defined in SectibA.2.  hand, model checking [35] can be automated. But model chgcke
However, the difference is that we omit the prerequisitedittons  only examine a specific model. If a model checker confirms
for the delegated user for reasons of convenience. In oorgha that an RBAC policy and some requirement hold for a given
user is allowed to delegate a rolaf and only if she is assigned RBAC configuration / model, this need not be true for another
to the roler by UAO. RBAC configuration. There may be an RBAC configuration for
Having specified delegation and revocation exactly, it i&# nowhich the considered RBAC policy holds, but the requirement
possible to examine the interactions of these conceptswaiibus is not fulfilled. In the worst case, a slight change of a single
authorization constraints. This can lead to unexpectedltees parameter such as one additional user or object can cause tha
We now describe an example policy showing an undesirat@éfect. Therefore one might have to run the model checker for
deadlock behavior under certain conditions. For this psepéet each access demand in order to ensure all given requirergnts
us assume that delegation and RBAC are defined as descrihestiel checking. At first glance this may seem comfortablg;esi
above. Furthermore, we have two distinct usets «2, and an one would only have to find and define the requirements, and the
object o with an object-based dynamic SoD condition, i.e., anyfT system then could do the rest automatically. Unfortulyate
user is permitted to apply at most one operation to object model checking has a high degree of computational complexit
As an additional authorization constraint we demand fos@ea although it is a decidable problem. Hence, the describeglsim
of secrecy that any operatichcan be performed on at most solution for access control may seem advantageous, butdwoul
by one user (i.e., no two distinct users are allowed to apmdy tslow down most IT systems to an intolerable extent.
same operation te). Finally, let be the only role having the  Unlike model checking, deriving properties of RBAC poligie
permission to apply operatiospl to o, and letul be the only in first-order LTL with a theorem prover allows one to give qi®
user assigned to by UAO. Pick now an arbitrary point in time that are independent of the number of users, objects, dpesat

t from which on the following actions happen: etc. due to quantification. Assuming the authorization trairgs
" Useru! delegates role to u2. of which the considered RBAC policy consists can easily be
¢ +2: Useru2 applies operatiomp? to o 5. implemented, we obtain an IT system that meets all IT sgcurit

demands for access control in a fast and efficient way. Since
4We assume here that an operation reveals some information afjee. a cgmplete aUtomatlon, of 'verlflcatlon is generally impasib
5We assume here that till+ 2 no other user has yet performeg ono W€ mt_end to make verification at least more comfortable gy th
and thatu! has not yet revoked role from u2. following:



Activates

« ldentifying important authorization constraints or comdpi Session |« (roles) )

tions of authorization constraints that may serve as gldi | ame: sting

blocks for relevant RBAC policies in areas such as banking * R,

via case studies and proving important properties of the Catablishes

discovered constraints or combinations of constrainte Th 1(““" o X

proven theorems could then help policy designers who us A ) « Pa —
some of the described elements for building an RBAC policy . o I x| Permssen
and thus save some effort. Indeed, these designers couldnme: Sting name: String name: String
simply refer to the adequate results without bothering ibou

the proofs. Fig. 2. Class Model for RBAC-Entity Classes.

« Building a library containing theorems and their proofs, so
that they can be reused for further proofs. For example, we
can build libraries for delegation, SoD, context constsin
and workflow constraints. context Rol e inv: sel f.user->size()<2
o Investigating the existence of decidable fragments of-first
order LTL that may be well-suited for the verification of
RBAC policies.

sel f refers to an instance &bl e. Thensel f. user is a set of

User objects that is selected by navigating from objects of class

Rol e to User objects through an association. The ‘stands for

a navigation. A property of a set is accessed by an arrow “

IV. PRACTICAL SPECIFICATION AND VALIDATION OF RBAC followed by the name of the property. A property of the set of
POLICIES WITHUML AND OCL users is expressed using tieze operation in this example.

Having presented the formal specification and verificatibn o The following shows another example describing that a user
RBAC policies, we now turn to a more light-weight specificati can be assigned to a raie only if she is already member ofi
and validation approach based upon UML and OCL. (prerequisite role constraint introduced by Sandhu etH): |

context User inv: self.role_->includes(’'r2') implies

. "r1)6
A. Specification of RBAC Policies in UML and OCL self.role ->includes("r1)

First, we briefly explain the basic elements of UML and OCL The expressiosel f. rol e_->incl udes(’ r2') means that2
and thereafter we specify several types of authorizatiostzaints IS @ member of the set of roles the user is assigned to. The
in OCL. i npl i es connector is similar to logical implication. Furthermore,

1) UML and OCL: UML is a general-purpose modeling lan-OCL has several bui!t-in operations that can iterate over th
guage in which we can specify, visualize, and document tfRaeémbers of a collection (set, bag, sequence) suchoas I,
components of software systems [36]. It captures decisioms ©XiSts iterate, andany (cf. [15]). These operations are used
understanding about systems that must be constructed. LidL Eroughout the rest of the paper.
become a standard modeling language in the field of software2) Specification of Authorization Constraints in OCln the
engineering. UML permits to describe static, functionaiglaly- Section before, we have already specified the prerequisies r
namic models of software systems. In this paper, we conmentrconstraint in OCL. Subsequently, we give two further exaspl
on the static UML models. A static model provides a strudturéhat demonstrate how to use OCL to specify authorization con
view of information in a system. Classes are defined in terng§aints. The second example shows that even more complex
of their attributes and relationships. The relationshipsllide @uthorization constraints can be formulated in OCL. In fagt
specifically associations between classes. In Fig. 2, thgcst Will even prove in Section VI-A that OCL is at least as powerfu
UML model for RBAC consisting of the RBAC classes andS the authorization constraint specification language R@Q0
associations is depicted (UML class diagram). The classes d6]- As a consequence, our specification and validation aggr
associations correspond to the RBAC sets and relationsedefiresented below can deal with all authorization constsafot-
in Section II. A further diagram type relevant to our work fet Mulated in RCL 2000.
object diagram. Here, objects are instances of classesirksl | Example 1: Simple Static SoD (SSoD)
are instances of associations. An object diagram then geeva 1he first example concerns an SoD constraint. Consider two
snapshot of a system at a particular point in time showingatsj conflicting roles such as cashier and cashier supervisotuafiu
their attribute values, and links connecting the objecé].[3 exclusion in terms of UA specifies that one individual cartmte

OCL [15] is a declarative language that describes consgraifpoth roles. This constraint on UA can be specified using th& OC
on object-oriented models. A constraint is a restrictioroae or expression as follow$:
more values of an object-oriented model. Each OCL exprassSigontext User inv SSoD:
is written in the context of a specific class. In an OCL expoegs let CR Set ={{cashi er, cashi er _supervisor},{rl, r2},...}
the reserved wordel f is used to refer to a contextual instance. omh 4 role” } 4 i the USE aton
The type of the context instance of an OCL expression is ewritt mat, \(lthi\(/:vr(])r is igl?rgduésed alateerYV\:ﬂr orclir:er toe distingu?sphecli:CeaE{j)gey-o r
with thecont ext_keyword, followed by the name of the type. Th&yorg from the word “role” in the sense of RBAC, we append theder-
label i nv: declares the constraint to be an invariant. Invariantgore for this meaning of the word “role”.
are conditions that must be true during the lifetime of aeyst ‘For the sake of simplicity, we have left out here the part
for all instances of a given type. The following line shows aff’  the definition of role instances such agashier —and

. . - . cashi er _supervi sor with the help of OCL's any operation, e.g.,
example of an OCL invariant describing a role with at most ongshj er : Rol e=Rol e. al | | nst ances- >any( name=' cashi er’ ).
user: Similar remarks hold for the subsequent OCL specifications.



in
CR->forAll (cr|cr->intersection(self.role_)->size()<2)

This formulation of SSoD is based upon the SSoD specification <pecily RBAC polio
given by Ahn [6]. TechnicallycR denotes a set which consists of et confcing

conflicting role sets. A constraints
Example 2: Static SoD - Conflict Users (SSoD-CU)

-~ <<extend>>

Even more complex authorization constraints can be forradla \ =
in OCL. One example of such a constraint is SSoD-CU identifiedroiicy pesigner valdate RBAC policy
RN \<\<\extend>

by Ahn [6]. SSoD-CU means that two or more colluding users
cannot be assigned to conflicting roles. For example, it triigh *( detect missing
the company policy that members of the same family cannot be

assigned to the roles cashier and cashier supervisor. £8bD-
can now be expressed in OCL in the following way: enforce RBAC policy
context User inv SSoD- CU:

let
CU: Set ( Set (User) ) =Set {Set {Fr ank, Joe}, Set {Sue, Lars}},

CR Set(Set(Role))=

Set {Set {cashi er, cashi er _supervisor},...} -
in Administrator test RBAC configuratiol
CR->forAll (cr|cr->intersection(self.role_)->size()<2)

and

CU->forAll (culCR->forAll (cr|cr->iterate(r:Role;
resul t: Set (User)=Set {}|

resul t->union(r.user))->intersection(cu)->size()<2))

USE RBAC Validation System

v
Q

Fig. 3. Use cases for the RBAC USE system.

SSoD-CU is a composite constraint consisting of two pams, ¢ gisplayed by the graphical user interface provided by USE

SSoD part and an additional part concerning the ConfliCtB®IS! ), icylar, USE makes available a project browser whichldis

The SSoD part is required because otherwise obviously theewhy e classes, associations, and invariants of the cumedel.

constraint would not_be useful. The erate operation iterates Fig. 5 shows a USE screen shot with an example, which is

over all rolesr belonging to a set of confllctlng_roles a_nd collectyic . ssed later in Section IV-B.2. On the left, we see thgepto

all users of these rolesr h.as: the same meaning as in Examplﬁrowser displaying the classes, associations, and imtarién a

1 whereastU is & set consisting of all conflicting user sets. detail window below, a selected constraint is pictured. tNiex

the project browser, we see an object diagram with the curren

B. Policy Validation with USE snapshot. The evaluation of the invariants in this systemest
OCL is a light-weight formalism, which helps in specifyingis pictured in the class invariant window to the right of the

RBAC policies. We now demonstrate how the USE tool [10pbject diagram window. The invariant window gives the depet

is employed for the validation of RBAC policies formulateu i feedback about the validity of the invariants.

UML/OCL. Before describing the validation process in more The USE tool can now be employed in various ways in the
detail, we first explain the functionality of USE. context of RBAC policies (cf. Fig. 3). Specifically, it can be
1) The USE tool:USE allows the software modeler to validateised for the specification (cf. Fig. 4) and for the validatiain

UML and OCL descriptions and is the only OCL tool allowingRBAC policies in the design phase. Validation is the topidhuf
interactive monitoring of OCL invariants and the automagim- following section. Furthermore, an authorization engire be
eration of system states. In particular, we use the termtégys built by using the Java API provided by the USE system. This is
state” in the following sense: discussed in more detail in Section V. The last use casetiages
Definition 4: A system stater snapshotonsists of the current concrete RBAC configurations, i.e., after the deploymenthef
objects and links given by a UML object diagram (cf. Sectign | policy. This aspect is more thoroughly discussed elsew[&fE
A.1). A system state must adhere to a UML model, i.e., for ea@d is not topic of this paper.
object a class and for each link an association must exidteén t At this point, we differentiate between administrators and
corresponding class diagram. Won-empty system stagd least policy designers. The latter are responsible for desigplicies
contains one object. whereas the former deploy policies. We make this distimctio
The central idea of the USE tool is to check for software dqualibecause a policy designer should possess significant kdge/le
criteria like correct functionality of UML descriptionsrahdy in about organizational rules. In addition, we expect thaicyalie-
the design level in an implementation-independent marftgs signers are more familiar with modeling languages and atitich
approach takes advantage of descriptive design levelfggaditins tools than administrators.
by expressing properties concisely and in a more abstragt wa 2) Policy Validation: As indicated above, the USE approach
Such properties are given by OCL invariants, and these dcevalidation is to generate system states and check thases st
checked by the USE system against the generated snapshegainst the specified constraints. In our case, the systetasst
These abstract design level tests are expected to be also wme certain RBAC configurations. The RBAC configurations can
later in the implementation phase. be created automatically by running a script with the state
The USE tool expects a textual description of a UML modehanipulation commands, which are supported by the USE tool,
and its OCL constraints as an input (for an example of suchoa alternatively, with a graphical user interface providadthe
description refer to Fig. 4). After syntax checks, the motksh USE system [10].



model RBAC

~-classes association PA _between The USE screen shot in Fig. 5 displays the situation after use

Pernission[*] role perm ssion

class Rol e Rol el ]~ role rol e u has been assigned t@. Clearly, the policy designer cannot

e i ng N _ assignu to role r1; otherwise the new SSoD constraint would be

end association est abl i shes  between . . L
User[1] role user violated. However, now the constraitder : : Pr er equi si t eRol e
Session[*] role session . q

class User end is evaluated to false (cf. “Class invariants” view in Fig, and

attributes )

nare: String association activates between hence the current RBAC configuration is not a correct system
Session[*] role session . . . . .

diass Per i 55 on Rol o[+] rle role. state according to the given policy specification, althoulgé

aurbues on configuration seems to be reasonable.

0: Obj ect ol ala] Tols sem o Admittedly, the mere information that a constraint is fatsight

end Rol e[ *] role j uni or .

. end often not help to find the real reason for the problem and tolves

class Obj ect . . . . . . .

atiibues . constraints the conflict. Additional information is required which obfs and

end context User  inv. Pr er equi si t eRol e: links of the current state violate the constraint. For suphrpose,

. | f.role-> | ud 2 1 H 1 1afi

class Cperat on holoe 67 ol s 1) the policy designer can debug the constraints that are tistisd

nare: St ng context Fol & inv. SSoD. U by the current system state with the “Evaluate OCL expressio
let i i i i

I 8 Set (Set (User) ) =St { {u. u2, u3}, dialog made r?}vallable by USE. For example, in Fig. 5 the tesul

attributes ., funushy of the query “all users who are assigned® but not tor1”

name: String | - . i . .

end I et (et (Fol &) =Set {Set (¢ 1,12}, .} applied to the given RBAC configuration is shc_>w_n. Herg, one

-~ associ ati ons D oAl (cul can learn that. is not assigned te1, although this is required

association A between CR'>T§”§'1§E'°§'>if5er?<e(s£{ﬂe‘))| by the prerequisite role constraint. If one now conversegstto

A result: Se er) =oclEmpty! er . . .
P resul t->uni on(r. user))- > assignu to r1, the SSoD constraint fails, and as a consequence

end intersection(cu)->size()<=1))

one can conclude that the constraints are contradictory.
A policy designer can now employ USE in a similar way for
Fig. 4. USE specification of an RBAC policy. other constraint types such as cardinality constraints thero
SoD properties. In particular, this approach is helpful ihew
constraint is added to a complex policy, in order to check i i
The result of the validation can lead to different consegaen in conflict with the composition of the already defined coaistis,
Firstly, we may have reasonable system states that do ﬁs[ysati.e., if at least one of these constraints is evaluated &efal
one or more authorization constraints of the policy. Thiy inali- Nevertheless, USE may find conflicts only in certain cased, an
cate that the constraints are too strong. Secondly, the RiAi€y there is no guarantee that all conflicts can be detected .Haat
may allow undesirable system states, i.e., the constrainetdoo Peen assigned to2, the conflict would not have been detected.
weak. In the first case, we may have conflicting constrainté order to eliminate contradictory constraints to a largetent,
whereas in the second case constraints are missing. Swimslygu @ More formal approach such as theorem proving is requirad. O
both situations are discussed more thoroughly. Howeverfirse the other hand, the USE approach is only meant to improve the
describe an RBAC policy, which will serve as an example golicdesign of an RBAC policy, and does not aim at a formally proven
throughout the rest of this section. design. Given the condition that there is often a lack ofgdot
Example RBAC PolicyThe USE specification of the exam-policy analysis, the USE approach can be considered as a first
ple RBAC policy is depicted in Fig. 4. It consists of the RBACPractical step towards more reliable security mechanisthe
related class and association definitions and a set of apsiion  formal verification as described in Section 11-B and thedation
constraints (cf. Definition 1). The constraints are formedaas With USE can hence be regarded as complementary.
OCL invariants. In particular, we define two constraintse as However, various heuristics can be applied which may stream
a prerequisite role constraint between two rolésand 2, the line the conflict detection process with USE. One approach
other is an SSoD-CU constraint. However, the static SoD gfartis sketched in the following. This approach is based upon an
the SSoD-CU constraint given in Section IV-A.2 is left ouheT automatic snapshot generator which is made available by the
reason for this becomes clear when we describe our approactJSE system [38]. This snapshot generator allows one to define
the detection of missing constraints. Moreover, our examgl certain properties on the snapshots and to automaticatigtaect
rather simple for didactic reasons. One should bear in niad t Sequences of snapshots, apart from manually giving comsnand
in reality RBAC policies may be considerably more complexyr applying the graphical user interface provided by USEH. Fo
consisting of different kinds of authorization constraisuch as this purpose, a language called ASSL (A Snapshot Sequence
various SoD properties, context constraints, and delegatiles. Language) has been introduced such that snapshots can be
In fact, we also experimented with more complex policiesicwh constructed in a more declarative way. In addition, ASSL has
contain complex constraints such as object-based stafic So a formal semantics, which has been given by Gogolla et al.
Conflicting Constraints:USE helps the policy designer find[38]. Due to the fact that loop constructs and a backtracking
conflicting constraints as will be demonstrated by meanshef tmechanism are provided by ASSL sequences of snapshots can
aforementioned example. In particular, let us assume that e generated. Moreover, invariants can be dynamicallyeldaat
policy designer has forgotten that she had once defined gregr runtime, either in order to further restrict the snapshotheé
uisite role constraint between andr2. Later, the policy designer constructed (controlling invariants) or to certify giveroperties.
decided to define1 andr2 mutually exclusive due to a change ofThis way, we can rule out trivial snapshots such as the empty
organizational rules and adds an SSoD constraint betweand snapshot, which obviously satisfies the conflicting coirstsa
r2 to the policy. Obviously, the constraints cannot be satiséie mentioned above and does not reveal the conflict.
the same time and hence the composite constraint is toogstron One remark should be made on the appropriate number of
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Fig. 5. USE screen shot: two conflicting constraints.

RBAC elements (such as users, roles, user assignment) ohwhprevents the creation of trivial snapshots. In the main, iegn

a snapshot should consist. As a rule of thumb, the snapshiits new constraint, SSoD, is dynamically added to the painy
should contain the elements occurring in the RBAC policyamdsix UA links are generated. As a result, we obtain no snapshot
investigation. As a consequence, the number of RBAC elesnemthich satisfies all the so far defined conditions. This maycaute

is roughly the sum of the number of elements that occur in thieat there are conflicting constraints, and we can use theyque
RBAC policy. facilities provided by the USE system for a further investign.

The following general recipe helps in detecting conflicting The snapshot generator can also be applied to detect chains o
constraints by means of the automatic snapshot generager @onflicting constraints, consisting of more than two caaists.
suming that a new constraint is added to a set of non-conflictiHere, we can remove one constraint after the other from the US
constraints): specification until we obtain a snapshot. The constraintored

« specify the set of non-conflicting constraints in a file in USE? the last step may belong to a conflicting chain. If we remove
format the constraints in another order, we may identify other trairgs

. define ASSL procedures for generating appropriate entitigdf the conflicting chain. _
attributes and links between the entities (e.g., usergsyol Detec_tlon O_f Ml_ssmg ConstraintsThe _second consequence
UA and PA relations) and then call these procedures, of constraint validation may be that a policy permits undese

« in certain cases, load further controlling invariants dyra SYSEM states, i.e., the authorization constraints areweak.
cally, Once again consider the example policy from Fig. 4. If we erea

« dynamically load the new constraint a system state, in which is assigned to the rolesl andr2, all

« if there do not exist any snapshots which satisfy all the cofNStraints (in our case specifically the conflict user parthe
straints at the same time, there may be conflicting con$$rair$S°D'CU constraint) defined so far are evaluated to truecélen

and a further investigation of the RBAC policy is required.the p_olicy seems_suppos_,edly to be correct aIthough_ theypolic
) ) . permits a user being assigned to the mutually exclusives rdle
Note that the aforementioned steps will not necessarily B&q,.o opviously, the policy designer has forgotten to define the
_carrled outin _the given prder. ASS_L procedure calls are lpsuagsop part of the SSoD-CU constraint. Therefore, a furth@sS
interleaved with dynamically loading further constrair{sich
as controlling invariants) in order to produce the appreri
SnapShOt Sequences' use> gen start conflictl. assl generateUsers(3)
In the following, we briefly describe by means of the runninge 2en P12y ot ol i marees. e o o0 oo
example how to use the snapshot generator for the detectionfig? |nvariants:
conflicting constraints. In Fig. 6, a protocol file can be fdun use> gen Ioad SSob.invs

Added invariants:

which contains the central steps for the generation of tapsimot  tser:: sSeD

use> gen start conflictl.assl generateUA(6)

sequences. The aim is to produce snapshots that reveal mEZ"ABSE”LEapsm.
aforementioned conflict. First, the RBAC policy in USE foitmaresuit: No valid state found.
is loaded, containing only a prerequisite role constraimd the
. procedure generateRol es(count: I nteger)

RBAC model. Thereafter, appropriate numbers of users al@g rovar therol es: sequence(Rol e);
are generated, including the roles and 2. In order to give tnaroi es: =or eat enrol e, [count])
an impression how ASSL procedures look like, the procedut@egyn © " "™ e
gener at eRol es is depicted in Fig. 6. This procedure creates roles 1 o e s al ot ancos. rame-soxi ot e(n2y n1=n2))]) :
and checks within a for-loop that no duplicates are gendrate .,

In the next step, the controlling OCL invariaRdl e: : i nv1 is
loaded, which guarantees that every user is assigned t@stt IeFig. 6. ASSL commands and an ASSL procedure.

one role and conversely every role has at least one user. This

use> open Policy. use

nd;
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satisfy. If still all authorization constraints defined sar fare | = — e T
fulfilled, then one or more constraints are missing. Moreowe | ™ e
can also use the aforementioned automatic snapshot gene i
for detecting missing constraints. This can be done thewatg
way: First, the requirement to be investigated is formulae an = =
OCL invariant and is at the same time logically negated. ki t Gesosossion [ nconsame || s |

purpose, a special negate flag can be set with the help of the U
system [38]. By means of the snapshot generator we can then_
to create sequences of system states which satisfy bottdtiesla
(negated) requirement and the already defined constrdinie

find such a system state, one or more constraints are Mmissingenserio:

(Operation ASSIGN USER: 0K

o000

Ready.

V. AUTHORIZATION ENGINE
Fig. 7. The authorization engine.

In this section, we demonstrate how an RBAC authorization
engine can be built based upon the functionality of the USE

system. This tool helps to enforce several kinds of autRior  ,¢,rementioned authorization constraints. For the eefoent of

constraints like those listed in [6]. A more detailed destion of  gia4ic constraints, an administration tool similar to tHepicted
the authorization engine can be found in [39]. in Fig. 7 can be used by a security officer. In case of simple
More explicitly speaking, the authorization engine can bedu dynamic SoD [18], the session mechanism provided by the

in princi'ple t.o specify and enforce all authorization cmams considered application can be used: Whenever an applicatio
expressible in OCL. As a consequence, types of authorizatigegjon s generated, a corresponding RBAC session isedreat

constraints beyond those enumerated by Ahn [6] can also §éyhe authorization engine. Similarly, the fact that rolese
supported. In the following, the functionality of the autization . ated or deactivated can be communicated to the améttmm
engine will be presented. Thereafter, we describe mor@tyiy o qine The engine then makes the access decision based upon
how this tool has been implemented. the application’s current security state (cf. Section ¥Band
) _ o ) hence the authorization engine can be regarded as a policy
A. Functionality of the Authorization Engine decision point [40]. One can even integrate the authodmati
The prototype of the authorization engine currently sufgporengine with Web services in order to enforce the RBAC pdiicie
most of the functionality demanded by the RBAC standard [7¢n the middleware and not on the application level. Then the
This means that we have implemented administrative funstio Web service session can be mapped to an RBAC session.
system functions, and review functiomsdministrative functions
are required for the creation and maintenance of the RB
element sets and relations (e.d/A, PA, RH). For example,
AddUserandAssignUsebelong to this class of functionSystem  The authorization engine has been implemented by usingaa Jav
functions are required by the RBAC authorization engine foAPI made available by the USE tool. This way, the functiayali
session management and making access control decisions, Thf USE is hidden from the administrator/security officer ing t
examples areCreateSessiomnd CheckAccessReview functions graphical user interface of the authorization engine. Naw o
can be employed for inspecting the results of the actionatede implementation, based upon the USE API, will be described in
by administrative functions. Typical examples of reviewmdtions more detail. In particular, we explain how the administ@func-
are AssignedUserand UserPermissions tions, system functions, and review functions have beelizesh
Beyond this basic functionality, the RBAC authorizatiomige Thereafter, the constraint checking mechanism is sketched
provides mechanisms for defining and enforcing role hidviasc 1) Administrative Functions:The core operations provided
and authorization constraints such as various SoD pragertiby the authorization engine are administrative functioAs.
cardinality constraints, prerequisite roles, and contextstraints administrator can change an RBAC configuration with these-fu
w.r.t. location. In addition, the tool can be quite easilyemxded tions. We have implemented administrative functions bystate
to support other authorization constraints. This way, flegible manipulation commands of the USE system [10]. To demorestrat
enough to enforce various RBAC policies, depending on thiis, we subsequently consider the operatitszign User which
internal rules of the organization in question. assigns a user to a rolelssignUser can be expressed by the
To give a better overview, a screen shot of the current prptot state manipulation command nsert (u,r) into UA (with a
of the authorization engine is shown in Fig. 7. In particulauser v and a roler). This command can then be called by
authorization constraints can be defined with the help dbdia employing the command execution facility provided by theBUS
windows such as the window on the right-hand side for a sta#d®l called executeCnd(). The other administrative functions
SoD constraint. The current RBAC configuration is visualiby have been realized in a similar way. Clearly, in order to riema
the large window in the middle. in a state consistent with the current RBAC policy, all (velet)
The authorization engine can be employed both authorization constraints must also be checked. This wéll b
administration- and runtime in order to enforce thexplained in more detail below.

Atg:. Implementation Aspects
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2) Review FunctionsRBAC review functions are demandedA. Relationship between RCL 2000 and OCL

by the RBAC standard and have also been conveniently imple--. , I
. . . . th f L, fication |
mented employing the USE functionality. For this purpose, Given the expressive power of OCL, specification languages

"or authorizati traints such as RCL 2000 [6] can best
have employed the query facilities of USE (cf. Section \2B. or atrnorization constraints such as [6] can fa

In particular, the USE API provides the methedal (), which lated into OCL. This gives the policy designer the opporuini

luat ; nsisting of an OCL ression in th tJIrrto specify authorization constraints in a security languamd
evaluates a query consisting of a expression In €Uy 0 ) 14 validate and enforce the constraints with the help of

system state. For example, the following OCL query EXPEESSFSE, Subsequently, we show that RCL 2000 expressions have

the UserPermissiongunction, which returns all permissions of aappropriate counterparts in OCL, i.e., we demonstrate tiat

user: syntactical constructs of RCL 2000 can be translated intd. OC
User Per i ssi ons(u: User) : Set ( Per ni ssi on) = expressions. The reader may be referred to Ahn’s thesisn[6] i
u.role_->iterate(r:Role; result:Set(Pernission)={}| order to obtain more information on the details of RCL 2000’s

resul t->uni on(r. perm ssion)) syntax

This query has been specified in a USE file (such as that RCL 2000 sets and relationsthe basic RBAC sets such as
presented in Fig. 4), which is read when the authorizatiayiren U, R and P are modeled by UML classes. The relations such as
is started. Then theval () method of the expression evaluatorUA, PA, and RH can be represented by the UML associations
provided by the USE system is invoked with the two parametepgesented in Fig. 4. In addition, the set¢/, CP, and CR are
“UserPermissions” and the user “u”, whose set of permigioﬁxpl’essed by local variables inlat statement (cf. Section IV-

is to be determined. The other review functions have beén2). Although OCL only supports finite sets, this is no peshl
implemented similarly. here because RCL 2000 itself only supports finite sets.

3) System FunctionsSome RBAC system functions such as  Operators: Operators like=>, A, < or > have their obvious
CheckAcceshave been realized with USE similarly to the revievgounterparts in OCL, namelyppl i es, and, < or >.| X| returns
functions. As in the case of review functions, tBleckAccess the cardinality of a seX and can be expressed by OCkbsze
function has been specified in the USE file and is then execuf@erator.
by the aforementionedval () method. In contrast, the session- ~ RBAC functions:RCL 2000 supports various RBAC func-
related system functions likEreateSessiomust be realized in tions. We now demonstrate by means of several exampleshihat t
the same way as the administrative functions by means of tRBAC functions can be modeled in OCL. Due to space limitation
state manipulation commands. we do not cover every RBAC function here. One example is

4) Constraint Checking: The basic idea of the constraintthe user function, which returns the unique user of a session.

checking mechanism is as follows: The authorization engir-lré1IS funcftu?]n can be tr|V|aI!y rgpregentedhlsylf.lljse(rj |(1;the

checks if the relevant authorization constraints are stitisfied fcontgxt ofthe OC'ﬁ eﬁpreslsmnb&]sm on. The overloadedoles

after an administrative or system function suchGeateSession 'Unction returns all the roles belonging to a user, sessimil
has been carried out. This is done by theck() method made PErMission, respectively. Moreoverles™ is a variant ofroles

available by the USE API. If any constraint is violated thavhich additionally takes the role hierarchy into considiera For

last administrative or system function is automaticallyoled SX@mPpleioles™(u) = {r € R|3rl € R.v < rlA(u,rl) € UA}

with the help of anundo() method. As a consequence, the todjeturns all the roles assigned to useand all the roles junior to
produces only RBAC configurations that are consistent with t "eM-roles™ can be formulated in OCL as follows:

specified RBAC policy. rol es_star(u: User): Set (Rol e) =
Rol e. al | I nst ances- >sel ect (r|r. seni or->exists(ri]
u.rol e->includes(rl))).

VI. DISCUSSION ANDFUTURE WORK Note thatr. seni or by definition already contains all the roles
senior tor due to the transitivity oK. Hence, we need not specify
There are several directions for further research. We madist  a function which calculates the senior rolesrofecursively.
cuss two extensions of our approach that seem to be wortawhil Non-deterministic functions: The central functions of
pursuing. First, LTL and OCL are only general-purpose dpeciRCL 2000, however, ar@F (one element) andiO (all other),
cation formalisms. However, we have not a formalism at hamwhich are both non-deterministic function@E(X) selects non-
which is speciallytailored towardsthe need of a policy designer. deterministically one element from a s&t Multiple occurrences
For this reason, we discuss here how RCL 2000 specificationisthe expressiorOE(X) within an RCL 2000 statement return
can be translated into OCL statements. The policy desigaer always the same element &f. AO(X) gives then the comple-
then decide to use OCL and/or RCL 2000 for the specification nfentX — {OE(X)} on any setX. Hence, we have the equation
the RBAC policies. In the latter case, the policy designertten X = {OE(X)} U AO(X).
employ the USE tool for validation and the authorizationieag  The OE function can be expressed by they operation
after the translation process. provided by OCL with the condition set torue, i.e., OE(X)
The second extension of our work concerns history-basedrresponds tox->any(true). As mentioned above, multiple
constraints: Owing to the fact that USE can only check thestitir occurrences of theDE(X) expression always yield the same
snapshot of a system, history-based authorization contstraelement. This can be conveniently expressed by factoringheu
cannot be dealt with. For this purpose, a temporal extensfonany expression in &et expressionAO(X) can then be translated
OCL is needed. In the following, we discuss both extensions 10 X- {X- >any(true) }.
more detail. We also compare our approach with other works inFor example, consider the following RCL 2000 expression
a section on related work. containingOF and AO terms:
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OE(OE(CR)) € roles(OE(U)) = Having a formalism for the specification of history-basedh-co
AO(OE(CR))Nroles(OE(U)) =0 straints at hand, the next step would be to extend USE iteelf i
order to support TOCL. This way, the authorization engineldo

Then the corresponding OCL expression is: also enforce history-based constraints, which are oftemired

let ~ in the context of workflows [3].
Ser iigg&t gkglqe?) l;r‘g'y'('t]r"ue) In this respect, another direction for future work would be
r: Rol e=cr - >any(true), ' to develop a compiler which translates TOCL specifications i
~u:User=User.al | I nstances->any(true) first-order LTL. Then we could utilize Isabelle to formallgnfy
n properties of the LTL representation (and indirectly of Tf@CL

u. rol e->includes(r) implies

((cr-{r})->intersection(u.role)={}) specification) of the RBAC policy in question. To sum up, we

) ) could now enforce dynamic RBAC policies with the enhanced
Having shown that the basic elements of RCL 2000 can ResSE system and at the same time verify dynamic RBAC policies
converted to OCL, we now brieflgketcha translation algorithm: py means of Isabelle. This way the gap between the (T)OCL
In the first step of this algorithm all thelO expressions are and first-order LTL approach can be filled. As a summary,

eliminated from the RCL 2000 expression. Then we iterafivelrap, | presents the essential properties of the RBAC spatiifit
translateOF terms into OCL expressions, introducing new locganguages discussed in this paper.

variables in alet construct as explained above. This way,
the same occurrences @lE expressions within an RCL 2000 -~ Related Work

expression can be factored out. If we have negl&dexpressions, h | K he f | ificati f
the translation will be started from the innerma3g term. There are several works on the formal specification of au-

The analysis of the runtime depends on the numbeOaf thorization constraints such as [21], [6], [8], [13]. Gliget al.

terms. Therefore, this algorithm can translate an RCL 20431 formalize history via traces of states, but end up wather
expression irD(n), supposing that is the number of the different complex formulas explicitly talking abouF states: In casty, first-
OF terms. As future work a compiler could be developed thé{rder LTL allows for an elegant formulation of history-bdseoD

parses the RCL 2000 statements and converts them into Oeq_nstra_ints. . . )
expressions, based upon the aforementioned algorithm Joshi et al. define the GTRBAC model which has the notions

of temporal constraints and events [21]. Joshi et al. eitlylic
B. History-based constraints introduce points in time and duration in order to specify penal
contexts whereas we currently concentrate on historyebase

OCL is quite similar to first-order predicate logic. As expre order-based SoD constraints. Clearly, we can extend oarlilof

sions of the preQ|cate calculus, OCL expressions used amianvts sabelle theories in order to support GTRBAC and could uiize
are evaluated in a system state. However, due to the fact t

ider h I h f th h Pédicates for events. This is needed, for example, if weldvou
we consider here only one snaps otoft e system,_ We NAVERR to deal with temporal delegation constraints such astitin
notion of time. Hence, authorization constraints that @ersthe

ion hi h as hi based biect-basedrdi constraints on delegation rules. In addition, Shafiq et mdsent
execution history such as history-based or object-basedrlit  , \eification framework using Petri nets, which is based on

SOID f:”r;oltl be eXpresself-t  how historv-based authoriztic S TREAC 1431 Similarly to the validation approach with USE,
nt c to owm%, we s .?. Cd . OV_\lfo(':SLOQ_:_' ase ?%g{'mﬁ he framework can detect conflicting and missing constsailmt
constraints can be specified in (Tempora )_ [ ontrast to the USE approach, the verification is tailore@Tdr-
an extension of OC.L with ten_1pora| elements. In part!cuIaBAC,S event-based model. However, this verification apphoa
temporal operators likel ways (in the future),sonetime (in o, Kandie only finite sets of RBAC entities and has expoaknti
the future), apdngt are aval_lable. To demonstrate h.OW hIStoryﬁme and space complexity. In contrast, we can prove general
?fed k?'u thtotr)lzatlgn dconstr.am;s E:)an be formulateld ml TO'QZL’ theorems on RBAC policies by means of theorem proving with
ake opject-based dynamic S0b as an example. In order Ié%belle, regardless whether the underlying sets are timfioi
specify object-based dynamic SoD, we use the the predm%aange at runtime
Ezxec_u(u, op, obj) mtrogluced in Secuon_ IlI-A.1. However, due Often the graph-based approach presented by Koch et al. [44]
to the fact thatEzec_u is a ternary predicate an OCL does nof,

directl 1 iatiof tend (TYOCL. with s mentioned in the context of policy verification. Among @th
irectly support ternary associatiofiswe extend (T) - Wi aspects, this approach ensures that concrete RBAC cortfansa

Femain consistent w.r.t. a specified RBAC policy when adstiat
tive RBAC functions (represented as graph rules) are pedr
In this respect, this approach is similar to our enforcement

context Cbj ect inv Cbj DSoD: mechanism based upon USE. In fact, one could also build an
Operation. alllnstances->forAll (op, opl|

proposed by Gogolla et al. [42]. Then, we obtain the follayvin
TOCL specification for object-based dynamic SoD:

User. al | | nst ances->f or Al | (U] author!z_atlon engine based upon a graph transformatlom_eng
(Exec_u(u, op, sel f) and opl<>op) In addition, Koch et al. present an approach to the deteetiwh
implies always not Exec_u(u, opl, self))) resolution of conflicting constraint pairs, similar to thalidation

This corresponds to the first-order LTL specification givan iWlth USfE'. Currently,.however, no too! support for the detet
of conflicting constraints seems to exist.

Section 1I-A.1: o .
) ) ] Crampton presents another authorization engine [45]. Kewe
‘;u: User; op, obp'I : OgéemEtz)on; obj :(ibjgét-OP 7 opl A with Crampton’s approach, for example, neither the SSoD-CU
wec-u(u, op, 0bj) = OnEwec.u(u, opl, obj) constraint nor context constraints are supported. On therot
8Strictly speaking, with the help of association classesasr associations h"f‘nd’ no history-based SoD constraints can be currenttyresd
can be expressed in OCL, but this construction is a bit clumsy. with the USE approach.
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RCL 2000 UML/OCL LTL TOCL
Static SoD constraints yes yes yes yes
Simple Dynamic SoD [18] yes yes yes yes
History-based SoD constraints currently no support| currently no support yes yes
Workflow constraints currently no support| currently no support yes yes
Cardinality constraints yes yes yes yes
Prereq. roles/permissions yes yes yes yes
Context constraints w.r.t. location|| currently no support yes yes yes
Context constraints w.r.t. time [21]| currently no support| currently no support currently no support currently no support
Delegation/revocation currently no support yes yes yes
Verification/validation currently no support| validation with USE | formal verification with Isabelle| currently no support
Authorization engine currently no support yes currently no support currently no support
TABLE |

OVERVIEW OF RBAC SPECIFICATION LANGUAGE PROPERTIES

In this paper, we only presented a simple delegation awdfl Energy Early Career Principal Investigator Award (DE&25
revocation scheme. In fact, newer schemes [28], [46], [2@]¢ O03ER25565).
also be expressed by means of the LTL approach. For example,

Atluri et al. extended the notion of delegation to allow cibiochal
delegation, where the delegation conditions can be bas¢ichen
workload and task attributes, specifically focusing on t@sts
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